Outsourcing Governance and Risk Assessment
for Financial Institutions

Industry Issue

Financial Institutions (FIs) are increasingly using third parties to perform functions that they have
traditionally carried out for themselves. As part of this trend, regulated Fls are outsourcing ever more
significant activities to non-regulated service providers. As these contracts become larger and more
complex (and increasingly include offshore delivery), so the regulators are becoming increasingly
concerned. The questions being asked are:

e How can Fls remain confident that they are in control of their business and associated risks?

e How can Fls be sure that they are complying with their regulatory responsibilities?

e How can Fls demonstrate that they are indeed compliant when asked to do so by their regulator?

As a result of these concerns a paper has been produced by a Joint Forum of the Basel Committee on
Banking Supervision (BIS), the International Organisation of Securities Commissions (I0OSC) and the
International Association of Insurance Supervisors (IAlS), entitled “Outsourcing in Financial Services”
(August 2004). This sets out the principles (“The Joint Forum Principles”) that should be applied in letting
and managing all outsourcing contracts. These principles represent best practice and have been
prepared for adoption by national regulators, such as the FSA.

Against this background, all Fls should be reviewing their major outsourcing arrangements to ensure that:

o they are effectively managing the risks inevitably associated with outsourcing

o they can demonstrate to their regulator that they are adhering to the Joint Forum Principles, and by
implication,

o they are adopting best practice to capture, create and deliver maximum value to stakeholders.

Rawlings Solution

Rawlings has developed a structured approach for assessing outsourcing arrangements. This identifies:
e Gaps between current outsourcing arrangement and adherence to the Joint Forum Principles

¢ Risks associated with current arrangements

e Corrective measures that need to be taken and the business benefits that will flow.

Our approach involves a rapid, focused, independent assessment of current outsourcing arrangements,
achieved through structured interviews and analysis of documentation.

The approach is holistic; taking an integrated view of an Fls approach to outsourcing, and it can be
applied either to:

e asingle contract, or

e a complete portfolio of outsourcing relationships.

The Rawlings approach starts with an examination of Outsourcing Policy and Strategy, and then looks
at how this expresses itself in

e Outsourcing Relationship Management, and

e Outsourcing Risk Management.

We then look at the application of Outsourcing Policy and Strategy, Relationship Management and Risk
Management throughout the outsourcing contract lifecycle, covering:

e Selection of suppliers

e The process of engaging with a supplier for delivery of a service

e The management of the service and the supplier throughout the term of the contract

e The provision and operation of contingency arrangements available in the event of service failure.
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The Rawlings approach is illustrated in the following Figure.
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The deliverable comprise:
e A written report, including a “traffic light” representation of risks, within a customised risk assessment
framework, along with a listing of opportunities identified for value capture and creation

e An executive workshop, designed to explore the issues identified in the report and agree a prioritised
list of actions to be taken.

The benefits of the approach include:

e identification and prioritisation of interventions required to mitigate those outsourcing risks to which
the business is most acutely exposed

e identification of additional opportunities for value capture and creation through more effective
relationship and risk management

e demonstration to the FSA that appropriate measures are being taken to ensure that outsourcing does
not threaten the FI's ability to achieve compliance or meet client obligations

e provision of input into the enterprise-wide operational risk management programme, thereby meeting
Basel Il requirements and contributing to reduced capital requirements.

Why Rawlings & Co?

The Rawlings approach to delivers clear conclusions that are both “actionable” and “auditable”. It draws
upon Rawlings recognised expertise in two key disciplines:

e Outsourcing Relationship Management, and

e Operational Risk Management.
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